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9 INFORMATION SECURITY

The current NAS is a collection of systems, eackecurity features of COTS products to protect the
evolving independently over time to support &AS.

major NAS functional area. As modernization

proceeds, these independent systems will migraéde3 Scope of NAS Information Security

toward an open architecture with more interactiopn information security architecture ensures the
between systems both inside and outside thge of appropriate and uniform security measures
NAS. While numerous benefits can be gainegcross NAS subsystems, elements, and services.
from open systems and standard data formats, Hige architecture addresses NAS operational sys-
risk of unwanted disruptions of critical NAS S€ltems, as well as any administrative systems con-
vices also increases. To decrease this risk, the fkcted to operational systems. Interfaces between
chitecture identifies key risk areas and propos@sese and other systems (e.g., user systems o
mitigating strategies. other government systems) are also addressed

Information security (INFOSEC) is integral to thePublic networks, which are used to transfer infor-
NAS architecture. While not an obvious contribumation between facilities and systems within the
tor to NAS functionality, INFOSEC is essential tdVAS, are considered vital avenues of access into
ensuring the availability, integrity, and confidentithe NAS. The FAA will focus on ensuring infor-
ality of NAS operations. To protect NAS systemgnation security at the interface points between the
INFOSEC must be engineered so that NAS fun®AS and public networks.

tional performance and cost tradeoffs include aRsince the NAS is a ssystem of systems,” security

propriate protection whenever sensitive systems,..«an different systems—as well as security

are involved. This includes, for example, all PrO%ithin individual systems—must be emphasized.

cessing, storage, and communication of air '.[raﬁ'lsrocessing, storing, and transferring information
conFroI (ATC) information. This section prOVICIeswithin and across systems must be secure. This
3. hlgh-lzv?I .IINdFOStECt. approach, but does n?}revents attacks that use one weak system as an
ISCUSS detailed proteclive measures. entry point from which to probe and penetrate
9.1 Need for Information Security other NAS systems. As shown in Figure 9-1, the

Safeguarding information systems used for NA oal_ of INFO.SEC. is_ to protect the a\_/qilability, in-
operations is an essential part of the NAS archl-ng’ confldentlah_ty, and authenticity of data
tecture. In addition to data directly related to ATéJS(ad In NAS operations.

operations, sensitive or proprietary informatioy 4 \nformation Security Approach
pertaining to NAS users must be protected.

_ _ Analyses of NAS systems, along with assess-
An effective NAS INFOSEC architecture encominents of security products and services, are used
passes many activities,

\ ivities, ranging from policy @, gevelop security profiles. System acquisition
testing. These activities must be covered over the,.sonnel use these profiles to match characteris-

life cycle of NAS systems. The INFOSEC aspeciges of particular systems with appropriate secu-
of the architecture must define investment stratﬁty products and services. Coupled with appro-
gies that balance threat and potential vulnerabiliyiate policies and procedures, profiles provide an
ties against investment costs. integrated approach to information security in the

9.2 Evolution of Information Security NAS.

The NAS is evolving to embrace new systems anill management structure will administer security

open systems. This evolution has resulted in gmocesses from an operational viewpoint and par-
increased use of common industrial standards atidipate during the acquisition phase of the life cy-

commercial off-the-shelf (COTS) products and ale. A systemwide concept of operations

decreased use of proprietary systems. The@8ONOPS) for information security ensures uni-

changes emphasize the need to manage secufitym security measures within individual systems

interfaces among systems and to fully utilize thand compatibility across systems.
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INFOSEC = Computer Security + Communications Security I
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Figure 9-1. Goal of Information Security

9.5 Information Security Elements associated with a centralized approach to NAS in-

. : frastructure  management. The INFOSEC
INFQSEC policy, C.:ONOPS’ an_d security ENICONOPS defines functions to support the follow-
neering process drive the security approach. Fi

ure 9-2 illustrates the relationships among th(—:éheg objectives:

elements. As a component of the NAS architeG- Enforce INFOSEC policy

ture, the security architecture provides high-level

technical guidance on security-relevant structural Maintain preparedness for prompt response to

aspects of NAS systems. rapidly changing risks and security technolo-
ies.

INFOSEC policy establishes basic ground rules to J

guide the CONOPS and Security Engineeringhe INFOSEC engineering process defines acqui-

Process, and thus guide the security approach. sition-relevant INFOSEC functions that are con-

) ] ] sistent with:
The INFOSEC CONOPS is aligned with future

directions for air traffic control operations, as welt  Progressive realization of NAS security pro-
as with the technical and organizational changes tection through sound security practices
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Figure 9-2. Relationships Between Major INFOSEC Elements
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* Revised FAA acquisition procedures systems from harmful interference. The FAA is
?urrently working to develop safety and system
security countermeasures for satellite-based navi-
gation and landing systems to prevent or mitigate
9.6 Technical Capabilities interference. The backup navigation and landing

. system capabilities that are needed to protect
As a part O.f the NAS arch_ltecture_, INFOS.EC c against intentional jamming and signal interfer-
pabilities will support multiple logical barriers 10 ance will be defined
provide a layered defense of NAS systems. One '
barrier consists of countermeasures integratdde FAA and the users, through RTCA, Inc., are
into individual systems to protect local operationcurrently reviewing the backup requirements for
GPS. The likelihood of interference is the primary
ﬂigreat to GPS navigation. Any backup determined
i being necessary must support at least nonpreci
connect to the NAS. Countermeasures inclu on approach capabilities, for it is in the landing

firewalls, proxy SEIVErs, and security gateways t|<5’hase that interference will be most disruptive.
control communications access in a distributed

network. This barrier secures NAS operations.7.3 Surveillance

?galnstA ufna;trj]thogzec_l access tfrorr:c extertnal S¥Phe evolution of the surveillance system architec-
ems. urtheér barrier consists ol countermegy, o iniroduces new information security risks for

sures to authenticate users within Communitieﬁ'utomatic dependent surveillance broadcast

of-interest, StUCh jsﬂ_alr:ttrafflc_ contcr:ol, air traffic ADS-B) surveillance reports. Potential surveil-
management, and flight Services. Lommon SeCtl, .o security concerns include interference with

rity services support the various barriers. For eXVAAS correction signals, which affects the accu-

ample, one service involves audit collection anpacy of ADS-B data; interference with GPS sig-
system monitoring, and another service provides, s \which denies ADS-B service in the affected
tools for security administration. area; and message flooding of the surveillance

9.7 NAS Functional Areas system.

Security features are needed for the surveillance
systems to ensure continued operations during
Air-air, air-ground, and ground-ground communithese types of events, which is one of the reasons
cations have specific characteristics that must fer continuing secondary surveillance radar
evaluated separately to determine their contribySSR). Provisions will also be considered for de-
tion to vulnerability and risk to the systems withirtecting unusually high message activity on sur-
the domains over their life cycles. The FAA inforveillance inputs and generating a warning. Shar-
mation security engineering process will be afng surveillance information will necessitate spe-
plied in determining communications vulnerabili-cial security provisions, including access control,
ties and the required countermeasures neededutser verification functions, and restrictions on the
control communications-related risks. Future seypes of information that each user group can ac-
curity services will preserve the availability, in-cess.

tegrity, confidentiality, and authenticity of NAS o

communications. 9.7.4 Avionics

Avionics is the primary airborne component of
the communications, navigation, and surveillance
systems. The security considerations that apply to
With precision landing services eventually dethe avionics interface with these systems are sum-
pending primarily on the use of Global Positionmarized below. Using the NAS information secu-
ing System (GPS) signals augmented by Widéty engineering process, the integrated product
Area Augmentation System (WAAS) and Locateam (IPT) will work with the NAS Information
Area Augmentation System (LAAS) differentialSecurity Program during the entire life cycle of a
correction signals, there is a need to protect thefielded system, especially during functional up-

* Fielding systems for operational use withou
introducing new vulnerabilities.

Another barrier is created by adding counterme
sures at the entry points where external syste

9.7.1 Communications

9.7.2 Navigation, Landing, and Lighting Sys-
tems
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grades and technology refresh, to identify thadministrative and operational data, protection of
need for protection mechanisms. sensitive AOC scheduling data, Internet access
. Communications.The next-generation air- contrc_)ls, firewalls, role-based access controls, and
ground communi.cations system (NEXCOM)Secu”ty gateways between the TFM network and
. ) ~_’any connected, nonsecured systems.
radio will be used to exchange real-time,
sa_lfety-critical _flight cleara}nce inf_ormation 9.7.7 En Route
with the cockpit. The NAS information secu-
rity engineering process will identify securityEn route automation will be extended to support
provisions and countermeasures to be incogollaborative processing, flexible airspace struc-
porated in the NEXCOM system design. tures, dynamic routes, and self-separation. En

L _ route technology will transition from relatively
* Navigation.GPS, WAAS, and LAAS will be (556 systems to open systems. Communications

used as the primary means (systems) of Namong systems will increase significantly, and
gation. Intentional and unintentional interfer 4o messages will replace many existing air-
ence with GPS signals may result in a hazag,ng voice communications. New types of data

that affects many aircraft simultaneouslygy,cryres will be implemented, and new classes
This potential problem will be fully evaluated ¢\ sers will need to work with en route data.
within the overall GPS, WAAS, and LAAS

operational evaluation programs. Throughout en route modernization, service pro-
viders and users will need to identify appropriate
an automatic dependent surveillance (AD equrity services. These services include a}uthenti-

ation to protect the system from unauthorized ac-

position reporting capablllty. Securlt_y pr.ov"cess, integrity to protect messages containing sen-
sions will be developed against possible interz

ference and erroneous data transmission sitive information from corruption, and encryp-
" tion to protect the privacy of data or to enhance

9.7.5 NAS Information Services for Collabora- @uthentication. Additionally, security training and
tion and Information Sharing administration will be the primary protection

_ i _ _ mechanisms during the operations and mainte-
Security will become a more complicated issue ggyce phase of the life cycle.

the NAS-wide information network evolves. The

sources and users of electronic data will increagez g8 Oceanic and Offshore

substantially, as will the quantity and types of ) ]
data available. Protecting the integrity and priTwo classes of security are relevant to the oceanic
vacy of information will be critical to NAS-wide System. The first is protection of the air-ground
information network effectiveness (i.e., usergnd ground-ground communications links. The
must have confidence in data they access and tR&€ond is protection of the ground-based compo-
proprietary data are protected). New security sy8€nts of the oceanic systems, which include auto-
tems and procedures will be implemented. Authdhation and communications subsystems. The key
rized users will have access to information—Services are user identification and authentication,
whenever and however they require—and una@ccess control, and an interface protection mecha-

thorized individuals will be denied access. nism.

« Surveillance.The NAS architecture includes

9.7.6 Traffic Flow Management 9.7.9 Terminal

The traffic flow management (TFM) system al-The terminal domain contains several sensitive
lows users to obtain NAS information, electronidecision support systems that require security ser-
cally transfer flight plan data, and develop flightiices. These services include authentication to
plans collaboratively. The TFM system receivegrotect the system from unauthorized access, in-
stores, and disseminates sensitive data from diegrity to protect messages containing sensitive
line operations centers (AOCs), which will redinformation from corruption, and encryption to

quire solid information security measures. Thegerotect the privacy of data or to enhance authenti-
security measures include logical separation @ftion. In addition, security training and adminis-
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tration are key protection mechanisms during themong the FAA sensors, the integrated terminal

operation and maintenance phase. weather system (ITWS), WARP, operational ATC
_ systems, and the user community. Weather sys-
9.7.10 Tower and Airport Surface tems require protection against injection of false

The tower/surface automation and communicaveather messages, unauthorized access, and un-
tions subsystems include a surface movement althorized modifications of weather data bases.
viser (SMA) system and an air-ground tower dat&ecurity provisions for the weather subsystem
link service (TDLS). These systems must be pravill include access control, message sender au-
tected against security breaches. For example, ttentication, and audit functions to record all
SMA system will interface with AOC facilities at messages and to identify the source of each mes-
airports. Hence, there is a need to protect schedskge.

and aircraft movement data on the SMA commu-

nications circuits and in the FAA and airline dat®.7.13 Infrastructure Management

bases. _
NAS Infrastructure Management (NIM) tools in-

Security concerns include unauthorized user agsiace with all other NAS systems, and its secu-

cess and modification or destruction of sensitivrer[y access must be protected. For this reason, the

information used for surface operations controly,nagement and control of NAS security services
Another concern is the air-ground data linkis 5 |ggical candidate for future inclusion in the

which will handle safety-critical clearance anqyy grehitecture. NIM tools could be used to col-
real-time messages. Potential security breach n%

) . s = feet NAS-wide subsystem security data for report-
include unauthorized clearance transmissions a

e . and auditing purposes and to perform NAS-
modification of messages on ground links. Prov\ivide intrusion detection
sions to mitigate security risks may include instal- '

lation of security gateways between the FAA opyyithin NIM tools, INFOSEC requirements are

erational system and outside users and betweggsed on the NIM protection profile and vulnera-
the NAS information system and the TDLS acpjjity assessment. Meeting requirements for ser-
cess controls; message origin and message traffige ayailability, access control, authentication,
verification; and security protection of surfacg gnrepudiation, and confidentiality will ensure

control and movement data bases. adequate security for NIM tools. In particular, ap-
9.7.11 Flight Services propriate security gateway services are available

. . o _to provide proper access control between NIM
Flight services interacts with pilots and agenciggg|s and other NAS systems.

outside the FAA. To meet its objectives, flight

services must also interface with other NAS sysecurity management will allow the FAA to pro-

tems, including the weather and radar processgict NIM tool data via user identification, authen-

(WARP), the weather message switching centgation, and access control mechanisms. NIM
replacement (WMSCR), the en route automatiogols could also support NAS-wide security man-
system, and traffic flow management systemggement, such as detecting and logging NAS in-

Thus, the flight service system (i.e., the Opergrastructure security violations for reporting to
tional and Supportability Implementation SystenaAA management.

(OASIS)) needs security services that include ac-

cess control, user identification, and security gatg-g NAS Information Security Cost

ways to protect availability, integrity, and confi-

dentiality for itself and other interconnected systhe FAAs estimated costs for NAS information

tems. security modernization are depicted in Figure 9-3.
. These costs include initial estimates for develop-

9.7.12 Aviation Weather ing INFOSEC requirements and limited IPT sup-

Weather products are received both from FAAort. The NAS INFOSEC process is awaiting in-

sensors, the National Weather Service (NWSyestment analysis and Joint Resources Council

and commercial vendors. Weather messages flqdRC) determination.
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1998 Constant Dollars Pending JRC Approval

1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015

Figure 9-3. Estimated INFOSEC Costs

9.9 Summary silience while addressing future concerns at ac-
The present NAS is robust and extraordinarily re-eptable costs.

silient. NAS modernization includes the additionrhe National Airspace Architecture Version 4.0
or revitalization of many programs. On_'Fhe ON@oes not provide specific architecture details for
hand, these programs bring new capabilities thaieoseC. This information is considered sensi-
enable future benefits. On the other hand, €¥ye and would increase NAS vulnerability. The

parlllded q functlcc)jnallty, gfe?‘tfr Cﬁnnlectlwty,”a;n formation security architecture is provided on a
well-understood commercial technology call for.od-to-know basis.

increased INFOSEC vigilance. The future NA

must implement a coherent INFOSEC architecFhe next section describes the role that research,
ture that mitigates these risks. Protection must egngineering, and development plays in the mod-
tend throughout a system’s life cycle. By applyingrnization process. Successful research efforts are
sound INFOSEC principles during planning andhe key to unlocking the potential of new and, in
design, the future NAS will retain its present resome cases, yet to be discovered technologies.
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